66/ id/ 2888 



67:03 &G^H4-8096 



MARY J. & ASSOC 



PAGE 




; .06/rV/2800 




67:83 



& ASSOC 




U. Uj U4 

:=J -J --i 

Q Q 

§ 3 3 

CO CQ 

Uj Si iQ 

<o S> S> 



1 



8 



1 



8 



1 



± 



$2 




86/26/2800 14:11 



661-254-8096 



MARY J. HILL & ASSOC 



PAGE 




-I 

r 

I CJi 



V 



8 gSS 1 



7 



i 



I 

L_ *J 



5? 



y 



8 



J 



if 



1 



^1 



s 



"I 

r 



V 



i 



7 

5? 



8 



is 



l 4 

1 8 



y 



G 



1 

<5Q 



8 



S3 

s 



A. 



r 



n 



y 



a 



rl 



5 



y 



8 



5 



J 



s 



v 



-Uj S Uj 

^ 00 § 

fist 

fell 

tc Si £ 



0 



J 



8; 



i 



06/26/2009 14:11 



661-254-8096 



MARY J. HILL & ASSOC 



PAGE 03 



i 



as 



a rSi i§ ^ ^ 




06/26/2080 14:11 661-254-8096 



o 



700 



3. 



MARY J. HILL & ASSOC 



'5C 



(HASH 



720 



/cy 5C 



700 



3. 



sc 



I 



(hashq) 



PAGE 84 



710 



E SEK SC ( BEK P1> ICV SC) 



( enc > * 1 

I ^- 7/0 



FIRST BEK P1 BUNDLE 



KID 



'SN 



z 



820 



SECOND BEK P1 BUNDLE 



FIG. 8 



BEKpi 
BUNDLES 



y 



840 



J 



^C7,CJ ^Cf/Tj ^CB& ^ ' '^C^ 



580 



420 



i 



Qjjc"> <- | CEK 3 \ -J 
\ _____ *i0 



540 



02 



ICV C2,C3 



(HASH 0 s ) 








51*77/ 7F57" 


p 


//AS// l/,4£(/£ 





FIG. 13 



>6^^4-8896 MARY J. t^j^ 



06y c J4/2000 07:03 66^*4-8896 MARY J. ASSOC PAGE 11 



5 



1 



1 




I? 




t 

vo 




y 



5 



3s 



5 



g 



t 



f 



t 



0> 



5 



IS 



1 



5 



J 



06/26/2000 14:11 661-254-8096 



MARY J. HILL & .ASSOC 



y 3 



y 



PA(£ 86 



THIRD CWIN BUNDLE 792 



KID 



S1,S2 



READ TO 
DETERMINE 
SEK 2 SEK 2 ' 

KEYS NEEDED 



SEK2 ( ENC SEK1 ( K %C,SKSC™ SN,SKSNMS1,S2^ 




^760 ^ 700 ^ 720 ^710 ^730 ^772 



m Sl,S2 


™SC 


SEK SC 


K1D SN 


SEK SN 


ICV S1,S2\ 










j 





I 





THIRD TEST 


7 


FIG. 11 


HASH VALUE 




^-335 




^-300 




350- 



ENC m (PRK, ICV RF „) 



BEK' 



DIGITAL CERTIFICATE CHAIN 



1050 




FIG. 15 



